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Operational Technology (OT) Primer 

Key Acronyms and Terms: 

ICS (Industrial Control System) 
SCADA (Supervisory Control and Data 
Acquisition) 
PLC (Programmable Logic Controller) 
VFD (Variable Frequency Drive) 
DCS (Distributed Control System) 
DPC (Discrete Process Control System) 
UPS (Uninterruptable Power Supply) 
PDU (Power Distribution Unit) 
OT (Operational Technology) 
IIoT (Industrial Internet of Things) 

SCADA 

PDU 

DPC 

PLC 

OT 
ICS 

(Industrial 
Control 

Systems) 

DCS 

UPS 

IIoT 

VFD 
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National Security Memorandum on Critical 
Infrastructure Security and Resilience 

MAY 3, 2024 - This week, the White House released National Security Memorandum 22 (NSM-22) to secure and enhance the resilience 
of U.S. critical infrastructure from all hazards for generations to come. This is a crucial effort to strengthen and modernize U.S. risk 
management, including through engagement with international partners and allies. 

The White House launched this whole-of-government effort to protect the President’s investments in U.S. infrastructure in the face of 
threats from our adversaries, the changing climate, strategic competition, and supply chain shocks. Public-private collaboration is 
essential to this modernization effort, which also affirms a commitment to delivering minimum security and resilience standards for every 
critical infrastructure sector. 

The Bureau of Counterterrorism is the Department’s lead in the whole-of-government effort to counter terrorism abroad and to secure the 
United States against foreign terrorist threats. The Department of State is working to advance the objectives of the NSM through ongoing 
engagement, collaboration and capacity building efforts with foreign governments, and international organizations, to strengthen the 
security and resilience of critical infrastructure globally. 

White House Announcement 

National Security Memorandum on Critical Infrastructure Security and Resilience 



      
 

    

    

    

     
 

    

    

    

        
     

           
             

         
            

        
           

             
          

     
            

              
             

 
              
              

   

         
         

               
                   

                
               

        

             
        

EPA Outlines Enforcement Measures to Help Prevent Cybersecurity Attacks 
and Protect the Nation’s Drinking Water - May 20, 2024 

WASHINGTON – Today, May 20, the U.S. Environmental Protection Agency issued an enforcement alert outlining the urgent 
cybersecurity threats and vulnerabilities to community drinking water systems… 

… Today's alert emphasizes the importance of EPA’s ongoing inspection and enforcement activities under Safe Drinking Water 
Act section 1433. The agency will increase the number of planned inspections and, where appropriate, will take civil and 
criminal enforcement actions, including in response to a situation that may present an imminent and substantial 
endangerment. Inspections will ensure that water systems are meeting their requirements to regularly assess resilience 
vulnerabilities, including cybersecurity, and to develop emergency response plans… 

America's Water Infrastructure Act Section 2013: Risk and 
Resilience Assessments and Emergency Response Plans 

On October 23, 2018, America's Water Infrastructure Act (AWIA) was signed 
into law. AWIA Section 2013, which amended Section 1433 of the Safe Drinking 
Water Act (SDWA), requires community (drinking) water systems (CWSs) serving 
more than 3,300 people to develop or update risk and resilience assessments 
(RRAs) and emergency response plans (ERPs). The law specifies 
the components that the RRAs and ERPs must address, and establishes deadlines 
by which water systems must certify to EPA completion of the RRA and ERP. 
The Federal Register Notice for New Risk Assessments and Emergency Response 
Plans for Community Water Systems is available. 
AWIA Section 2013 also states that EPA should provide guidance and technical 
assistance to water systems that serve less than 3,301 people on how to conduct 
RRAs and ERPs, though these systems are not required to certify completion to 
EPA. 

Certification Deadlines 
*ERP certifications are due six months from the date of the RRA certification. The 
dates shown above are certification dates based on a utility submitting a RRA on 

Population Served 

≥100,000 

50,000-99,999 

3,301-49,999 

the final due date. 

Previous ERP Deadline* 

September 30, 2020 

June 30, 2021 

December 31, 2021 

Population Served Previous RRA Deadline 
Next 5-Year Submission Cycle 
RRA Deadline 

≥100,000 March 31, 2020 March 31, 2025 

50,000-99,999 December 31, 2020 December 31, 2025 

3,301-49,999 June 30, 2021 June 30, 2026 

Next 5-Year Submission Cycle 
ERP Deadline* 

September 30, 2025 

June 30, 2026 

December 31, 2026 



        
      

Part I Current Threat Landscape for Small U.S. 
Sites with SCADA, ICS, and/or OT 



 Scary Slides 



       
             

      

     
    

   
   

           

Water Supply Kill Chain For Water Systems
Breadth of ICSICS Touches Parts of Every Operation 

Shutting Down Water Can Kill Potable Water Use and Customer Cooling Systems As Well 

UTILITY 
Modbus Bluetooth 

Modbus 

Bluetooth 

Modbus Modbus 

Lack of water will also 
shut down customer IT 
systems and offices 
from lack of cooling 

Bluetooth 

BACNet BACnet BACnet 
SNMP 

© 2024 Alpha Guardian Networks, LLC. All slides, all rights reserved 
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Cyberattacks on Rural Water Systems Threaten the Country
But IoT Assets Lack Visibility 

Rural Public Water Systems Make up About 95% of a Water Systems in the U.S. 

8 



         

          
          
           

      
        

      
     

       
           

         
       

    
           

  

           
         

         
        

    

             

Cyberattacks Use OT/IoT as a Major Source of Data Breaches 

Data Breaches Use OT and IoT Systems as Part of a Multi-Staged Attack Sequence 

 Vulnerable IoT: “UPSs make up 55% of connected devices that 
are vulnerable to cyber security breaches. The need to review 
and update cyber protections is even more critical in the UPS 
management of distributed hybrid environments, which 
combine edge computing networks with the Internet of Things 
(IoT), on-premise infrastructure and multiple clouds” – Schneider 
Electric APC blog July 1, 2021 

 “The Cybersecurity and Infrastructure Security Agency (CISA) 
and the Department of Energy (DOE) said they ‘are aware of 
threat actors gaining access to a variety of internet-connected 
uninterruptable power supply (UPS) devices.’” – ZDNet March 30, 
2022 

9 

 Vulnerable Operational Technology: Programmable Logic 
Controllers (PLC’s) are ranked as the #1 most vulnerable target among 
OT systems 

 “PLC cybersecurity isn’t just an essential precaution, it has become a 
vital element…PLC’s have never been designed with security in 
mind. Anyone with the skills and equipment could upload, 
download, delete or modify programs.” The Rising Important of 
PLC Cybersecurity – Engineering.com, July 19,2023 

https://Engineering.com


       
                

         

           

OT/IoT Cyberattacks Create a Path to IT Systems and Data
IoT Systems are the Gateway to IT and Data 

An attack on any critical OT/IoT unit gives a direct path to IT Systems and their Information 

10 
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Threat Landscape – Public Water Systems 
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UPS

China, Russia & Iran Are Actively Targeting Critical Infrastructure
New Federal Agency IoT Management Laws 

Water and All Critical Infrastructure Systems Are Targeted For Cyberattacks by Our Enemies 

“China probably currently represents the broadest, most active, 2023 Annual Threat Assessment, 
and persistent cyber espionage threat to U.S. Government and Office of Director of National Intelligence. 
private-sector networks. . . China almost certainly is capable of 
launching cyber attacks that could disrupt critical infrastructure 
services within the United States…” 

“…Russia will remain a top cyber threat as it refines and 
employs its espionage, influence, and attack capabilities” and 
that,“…Russia is particularly focused on improving its ability to 
target critical infrastructure.” 

“Iran’s growing expertise and willingness to conduct aggressive 
cyber operations make it a major threat to the security of U.S. 
and allied networks and data. Iran’s opportunistic approach to 
cyber attacks makes critical infrastructure owners in the United 
States susceptible to being targeted…” 
-

Each slide © 2024 Alpha Guardian Networks, LLC. All rights reserved 



        

              

                
            

                
              

             

           

Water System Attacks Are Now Pervasive and Threaten Lives 

Russia Is Behind Most of the Latest Attacks and Their Latest Malware Is Life Threatening 

 May 2024, Wichita City Water & Other Systems Attacked – Russian group attack on Municipal Services in Wichita, KS 
 April 2024, Indiana Water System Attacked – Russian group attack on Tipton, IN water facility 
 January 2024, 3 West Texas Water Systems Attacked – Russian attacks on Muleshoe, TX and 2 nearby water systems 
 December 2023, Attacks In Multiple States - Iranian attacks on Aliquippa, PA and sites in multiple states. 
 November 2023, Multiple Sites in North/East Dallas- Russian- affiliated attack on multiple systems north of Dallas, TX 

13 

Tipton, Indiana SCADA system shutdown by Russia Aliquippa, Pennsylvania PLC Takeover by Iran 



    
        

     

                

             
           

                  
                 
 
            

                
               
             

                 

        
                    

              
      

           

Water System Attacks Are Now Pervasive and Threaten Lives
But IoT Assets Lack VisibilityMost Water Systems Are Poorly Secured 

Recent cyber attacks on water systems in the US focus on poorly secured sites of all sizes: 

 October 2024, Camden, NJ Water System Hacked – “…currently unable to predict the full impact.” 
 September 2024, Kansas Water System Attack - Ransomware attack on rural Kansas water system 
 May 2024, Wichita, KS Water System Attacked – City given ~10 days to pay ransom or have personal info. leaked 
 May 2024 KC, MO Cyberattack Still a Mystery -Water payment, other services down, stolen data found on 

dark web 
 April 2024, Indiana Water System Attacked – Russian group attack on Tipton, IN water facility 
 January 2024, 3 West Texas Water Systems Attacked – Russian attacks on Muleshoe, TX and 2 nearby water systems 
 December 2023, Attacks In Multiple States - Iranian attacks on Aliquippa, PA and other sites in multiple states. 
 November 2023, Multiple Sites in North/East Dallas- Russian-

SF Bay Area water treatment facility was remotely disabled by Chinese-paid infiltrator 
affiliated attack on multiple systems north of Dallas, TX 

 July 2023, Discovery Bay, CA – 

May 20, 2024 EPA Water System Cybersecurity Bulletin: 
70 percent of all U.S. water systems do not fully comply with requirements in the Safe Drinking Water Act and 
some have critical cybersecurity vulnerabilities, such as default passwords that have not been updated and 
single logins that can easily be compromised. 

Each slide © 2024 Alpha Guardian Networks, LLC. All rights reserved 14 



   
  

   
    

   
    

    
   

     
    

   
     

   
    

Some Good News... 
January 31, 2024: 

"This operation disrupted 
the efforts of (People's 

Republic of China) state-
sponsored hackers to gain 

access to U.S. critical 
infrastructure that (China) 
would be able to leverage 

during a future crisis” 

-Assistant Attorney General 
Matthew Olsen of the Justice 

Department’s National Security 
Division said in a statement. 

https://www.reuters.com/technology/us-disrupts-chinese-botnet-targeting-critical-infrastructure-fbi-says-2024-01-31/ 

https://www.reuters.com/technology/us-disrupts-chinese-botnet-targeting-critical-infrastructure-fbi-says-2024-01-31


    

       
        

         
  

       
       

       
      
     

       
        

            
       

        
        

This Trick is No Treat 

Flipper Zero is a wireless hacking device that 
can find the pairing code to any Bluetooth 
Device and can find the SSD code to any Wi-
Fi Device. 

More IoT/OT devices are using Bluetooth and 
Wi-Fi, allowing a malicious actor to access 
any Bluetooth or Wi-Fi device on your 
network and then backtrack into your 
Ethernet network – with no authentication. 

With a long distance antenna, Bluetooth has 
been hacked from 1.5 miles and Wi-Fi from 
over 3 miles. There is no need for to be close 
to your site to attack your systems. 

Knowing what traffic is on your network at 
all times is the key to stopping the attackers. 



     
            

 
                  

    
                 

 
              

           
             

        

 
                

           

             
           

     

           

Why Are OT/IoT Devices So Vulnerable?
New Federal Agency IoT Management Laws 

All the Most Common OT/IoT Protocols Still Fail to Meet Security Standards 

 Modbus: 
 “The Modbus protocol lacks the ability to authenticate a user and hence middle-man attacks can easily take place in 

Modbus” – California Energy Commission 
 Adding a secure Transport Layer Secure (TLS) option to Modbus is helpful but, it is not backward compatible. 

 BACnet: 

UPS ”BACnet secure brings cybersecurity and IT-acceptant to Operational Technology (OT) networks. It adds 
a secure communications layer and requires device authentication using certificates…Older BACnet 
devices will not meet the significant computing resource requirements needed to make them 
compatible with a firmware update to BACnet.” - Siemens 

 SNMP: 
 “When either SNMPv1 or SNMPv2 are employed, an adversary could sniff network traffic to determine the 

community string. This compromise could enable a man-in-the-middle or replay attack. - CISA 

 “SNMPv3 fails to provide its advertised security guarantees…These vulnerabilities are implementation agnostic and 
demonstrate a fundamental flaw in the current protocol” Dr. Patrick Traynor 

© 2024 Alpha Guardian Networks, LLC. All slides, all rights reserved 



     
   

            
     

             
    

           
           

           

      
        

 

New ICS Malware Targeting Critical Infrastructure 
7/23/2024 – The Hacker News 

• We now have proof of a very destructive strain of malware that
was purpose-build just for Modbus systems. 

• It has the capability of living on its own (Living Off The Land
LOTL) within a Modbus device 

• It can travel between itself and any other Modbus device and
can infect and cause harm to other Modbus devices in a 
network 

• It is being actively used in critical infrastructure sites to wreak
havoc 

“…this malware can potentially disrupt operations
in all industrial sectors by affecting legacy and

modern systems.” 



        

            

              
                   

             

     
      

     
    

Russia Has Now Launched The Most Destructive OT Malware 

Russia’s Frosty Goop Malware Specifically Targets Modbus Devices, The Heart of Water Systems 

 July 2024, Russians deploying Modbus specific malware to shut down critical utilities in Ukraine. 
 This malware can be used to target any Modbus system in any mission critical facility to shut it down instantly. 
 Water systems rely on Modbus-based systems such as Programmable Logic Controllers (PLCs), Valves, etc. 

Malware reads monitoring data from 
Modbus Registers to surveil the system 
conditions 

Malware then writes commands to 
Modbus Registers to shut-off systems 

19 



          

      

           

Programmable Logic Controllers Are Easy to Attack 

Operational Technology Protocols Have Little Security and Actually Broadcast Their Presence 

© 2024 Alpha Guardian Networks, LLC. All slides, all rights reserved 
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SCADA Systems Are Easy Attack 

System Control And Data Acquisition Systems in Public Water Systems Are Easy to Find and Attack 

© 2024 Alpha Guardian Networks, LLC. All slides, all rights reserved 
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Which of these devices do you have (and what 
communication protocol are they using)? 

SCADA (Supervisory Control and Data 
Acquisition) 
PLC (Programmable Logic Controller) 
VFD (Variable Frequency Drive) 
DCS (Distributed Control System) 
DPC (Discrete Process Control System) 
UPS (Uninterruptable Power Supply) 
PDU (Power Distribution Unit) 

SCADA 

PDU 

DPC 

PLC 

OT 
ICS 

(Industrial 
Control 

Systems) 

DCS 

IIoT 

VFD 

UPS 
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Is Radio 
Communication 

Safe? 

• It Depends 

© 2024 Alpha Guardian Networks, LLC. All slides, all rights reserved 
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Newly Discovered Threat with Unsecured Wireless Devices
Breadth of ICSICS Touches Parts of Every OperationSite Using Site Radar OT Cyber Threat Discovery & Response Discovered Severe Flaws With Multiple Brands of 

Wireless Controllers 

© 2024 Alpha Guardian Networks, LLC. All slides, all rights reserved 

“A username and password will be sent when logging into 
the webserver if the user defines the DXM Controller to 
use authentication. See the DXM Configuration Tool 
documentation to set up the authentication….The 
username and password authentication use the facilities of 
the HTTP protocol.”– Banner DMX Wireless Controller API 
Manual 

Banner Engineering ScriptBasic 



   
 

           

Is Radio Communication 
Safe?  WA 

© 2024 Alpha Guardian Networks, LLC. All slides, all rights reserved 



                     
                       

  

                           
                        

   
  

           

With a quick search, we were able to quickly find Banner units (about 20) online via the Censys browser. While their name makes 
them difficult to sort out because using the name “Banner” in the Shodan or other searches tends to bring up web banners, we did 

find a few. 

All had port 80 wide open and several showed a serial port (ASY port in SCADA code lingo) in use, which appeared to be tied to the 
wireless port for the unit. In short, you could penetrate these units both from the wireless side (if you had the tools) and the Ethernet 

side via the Internet. 
Its quite simple. 

© 2024 Alpha Guardian Networks, LLC. All slides, all rights reserved 



   

         
        
      

           

          

How About Cellular Modems? 

“Security flaws in Telit Cinterion cellular modems, widely used in sectors 
including industrial, healthcare, and telecommunications, could allow remote 
attackers to execute arbitrary code via SMS.” 

“…a threat actor could exploit them to take control of vulnerable Telit Cinterion 
devices.” 

Widely used modems in industrial IoT devices open to SMS attack 



  
 

 
        
            
        

           

Is Radio 
Communication 

Safe? 

• It Depends 
– Find out if your wireless radios have been hacked 

– Find out if your radio communications use encryption (and which level of encryption) 
– Look into upgrades and alternatives for current radio communication 

© 2024 Alpha Guardian Networks, LLC. All slides, all rights reserved 
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Individual OT Devices Are Also Easy To Discover And Attack 

OT Protocols Broadcast Their Presence, Making Them Easy to Find and Attack 



           

         

           

Individual OT Devices Are Also Easy To Discover And Attack 

OT Protocols Broadcast Their Presence, Making Them Easy to Find and Attack 

30 
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Firewalls Alone Are NOT Enough 

Firewalls are Often Misconfigured and Actually Invite Cyberattacks While Giving False Sense of Security 





   

    
      

 

Some Good News... 

If You Have Visibility, 
You Can Know About a New Attack… 

Source: https://www.varonis.com/blog/data-breach-statistics 



         

 

The Faster You Know About a New Attack, the Better 

Source: https://www.varonis.com/blog/data-breach-statistics 



 “Dwell Time” 



  

    

Hunt, Contain, Eradicate 

Continuously Improve Prevention (and Hunting) 



     
        

                     
                  

    
     

           

         

             
              

China, Russia & Iran Are Actively Targeting Critical Infrastructure
New Federal Agency IoT Management Laws“China probably currently represents the broadest, most active, and persistent cyber espionage threat to U.S. Government and private-sector networks. . . 

China almost certainly is capable of launching cyber attacks that could disrupt critical infrastructure services within the United States…” 

 Some, perhaps most, cyber attacks on OT from the PRC (People’s Republic of 
China) are about gaining operational control capability, for use at a later date. 

Infiltrate  Gain Operational Control Capability  Hide Your Presence  ??? 

2023 Annual Threat Assessment, 
Office of Director of National Intelligence. 

UPS 

Each slide © 2024 Alpha Guardian Networks, LLC. All rights reserved 



         
      

            
       

           
            

          
      

          
          

        
       

              

        

           

You Can’t Fight What You Can’t See and Understand 

Giving Users Clear Visibility of OT Network Problems and Potential Attacks Is Job # 1 

“Threat hunting is important because sophisticated threats can get 
past automated cybersecurity. Although automated security 
tools…should be able to deal with roughly 80% of threats, you still 
need to worry about the remaining 20%. 

UPS
Given enough time and resources, they will break into any network
and avoid detection for up to 280 days on average. Effective threat 
hunting helps reduce the time from intrusion to discovery, reducing 
the amount of damage done by attackers. 

Attackers often lurk for weeks, or even months, before discovery. 
They wait patiently to siphon off data and uncover enough 
confidential information or credentials to unlock further access, 
setting the stage for a significant data breach.” 

o - IBM 

© 2024 Alpha Guardian Networks, LLC. All slides, all rights reserved 



       
           

        

      

CISA Knows These Problems and Is a Great Resource 
Breadth of ICSICS Touches Parts of Every Operation 

The Cybersecurity and Infrastructure Security Agency Is Focused on IoT/OT Security Problems 

https://www.cisa.gov/news-events/cybersecurity-advisories?f%5B0%5D=advisory_type%3A95&f%5B1%5D=advisory_type%3A97 

CISA: Free Cybersecurity Services and Tools: 
https://www.cisa.gov/resources-tools/resources/free-cybersecurity-services-and-tools 39 

https://www.cisa.gov/resources-tools/resources/free-cybersecurity-services-and-tools
https://www.cisa.gov/news-events/cybersecurity-advisories?f%5B0%5D=advisory_type%3A95&f%5B1%5D=advisory_type%3A97


       
     

    

PART II: How Small PWSs can Defend 
Themselves While Also Affordably Addressing 
Current and Future Government Compliance 



       
       

CISA 
CISA's Free Cyber Vulnerability Scanning for Water Utilities 

https://www.cisa.gov/resources-tools/resources/cisas-free-cyber-vulnerability-scanning-water-utilitiesBreadth of ICSICS Touches Parts of Every Operation 
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https://www.cisa.gov/resources-tools/resources/cisas-free-cyber-vulnerability-scanning-water-utilities


CISA 



  
      
    

       
                  

              

         

               
             

 
           

             
  

 

      

  
 

      
   

     
 

  

  
  

 
 

 
 

  

  

 
  

CISA Oregon Contacts 
Cybersecurity 
Leslie Ann Kainoa 
Cybersecurity State Coordinator 
Leslie.kainoa@cisa.dhs.gov 
503-462-5626 
Christopher Ross 
Cybersecurity Specialist 
Christopher.ross@cisa.dhs.gov 
503-979-4368 

Physical Security 
Tom Wilder 
Protective Security Advisor 
Thomas.wilder@cisa.dhs.gov 
907-519-8356 
Chass Jones 
Protective Security Coordinator 
Chass.jones@cisa.dhs.gov 
503-507-8822 
Jason Salfen 
Protective Security Advisor 
Jason.salfen@cisa.dhs.gov 
541-218-3111 

CISA Region 10 
https://www.cisa.gov/about/regions/region-10 

CISA Emergency Communications Coordination Program Branch Chief: 
Steve Noel | Salem, OR | Steven.Noel@cisa.dhs.gov 
DHS/CISA Remote Communications/Emergency Communications expert guy (Brandon Smith) 
After meeting with 2 CISA folks at the OAWU conference last week, they recommended we connect with Brandon 
regarding the Radio Communication vulnerability we found at a Washington water system (and related topics). 

Brandon Smith | Stanwood, WA | Brandon.Smith@cisa.dhs.gov REGION 10: AK, ID, OR, 
WA 
Brandon Smith working on some very interesting EW (Electromagnetic Warfare), and Cyber RF (Radio Frequency), 
and "Spectrum Superiority" stuff with the Washington State National Guard that may involve AFRL. 

Bob,/ Steve, 
Sridhar Kowdley sridhar.kowdley@hq.dhs.gov at DHS S&T would be very interested to hear what 
your company is doing in the RF ICS space. Sridhar can be reached at: 
Work: 202-254-8804 
Cellular: 202-394-0822 

Just let him know that we talked. 

Respectfully, 

Brandon H. Smith 
Telecommunications Specialist 
DHS Cybersecurity and Infrastructure Security Agency (CISA) 
Emergency Communications Division, ICTAP/CIPD 
Cell: (202) 308-1183 Office: (703) 705-6373 
Email: Brandon.Smith@hq.dhs.gov 

mailto:Brandon.Smith@hq.dhs.gov
mailto:sridhar.kowdley@hq.dhs.gov
mailto:Brandon.Smith@cisa.dhs.gov
mailto:Steven.Noel@cisa.dhs.gov
https://www.cisa.gov/about/regions/region-10
mailto:Jason.salfen@cisa.dhs.gov
mailto:Chass.jones@cisa.dhs.gov
mailto:Thomas.wilder@cisa.dhs.gov
mailto:Christopher.ross@cisa.dhs.gov
mailto:Leslie.kainoa@cisa.dhs.gov


     
             

       

          
                 

          
              
                 

    
           
              
                

    
            
            

         
                  

        
                 

              
           

Good Threat Discovery Covers 1/3rd of Prioritized Requirements
New Federal Agency IoT Management Laws 

These Requirements Can Be Affordably and Simply Managed to Protect OT Systems from Cyberattacks 

1.1 Does the PWS detect and block repeated unsuccessful login attempts? 
1.7 Does the PWS immediately disable access to an account or network when access is no longer 
required due to retirement, change of role, termination or other factors?** 
2.3 Does the PWS maintain an updated inventory of all OT and IT network assets? 
3.1 Does the PWS collect security logs (e.g. system and network access, malware detection) to use in 
both incident detection and investigation?

UPS3.2 Does the PWS protect security logs from unauthorized access and tampering? 
3.3 Does the PWS use effective encryption to maintain the confidentiality of data in transit? 
5.4 Does the PWS ensure that assets connected to the public internet expose no unnecessary exploitable 
services (e.g. remote desktop protocol)? 
5.5 Does the PWS eliminate connections between its OT assets and the Internet?** 
7.4 Does the PWS maintain updated documentation describing network topology (i.e. connections 
between all network components) across PWS OT and IT networks? 
8.1 Does the PWS segment OT and IT networks and deny connections to the OT network by default 
unless explicitly allowed (e.g. by IP address and port?) 
8.2 Does the PWS keep a list of threats and adversary tactics, techniques, and procedures (TTPs) for 
cyberattacks relevant to the PWS and have the capability to detect instances of key threats? 

© 2024 Alpha Guardian Networks, LLC. All slides, all rights reserved 



       
               

       

                

 

                        
           

1st Solution: Powerful and Simple Threat Discovery & Response
Breadth of ICSICS Touches Parts of Every Operation 

A Packet Sniffer and Rule Set (e.g. SNORT*) Can Discover and Enable Response to Most Threats 

Example: This Tool Allows Smaller Utilities to Easily Understand Their Security Position with a simple Excel Dashboard 

Packet Sniffer 

*SNORT is a free, open source rule set anyone can use in combination with a packet sniffer to analyze communication packets for threats and anomalies
© 2024 Alpha Guardian Networks, LLC. All slides, all rights reserved 
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…Which Can Generate (and Store) an OT Asset Inventory
Breadth of ICSICS Touches Parts of Every Operation 

An OT Network Mapping Feature (like Nmap) 

Example: This Tool Allows Smaller Utilities to Easily Understand Their Security Position with a simple Excel Dashboard 

Asset 
Mapping 

46 
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      Powerful and Simple Threat Discovery & Response
Breadth of ICSICS Touches Parts of Every Operation 

Web App Allows Smaller Utilities to Easily Understand Their Security Position 

47 



     
             

           
        

      

        

          
       

        

                   

Map Your OT Network, Detect and Respond to Threats
New Federal Agency IoT Management Laws 

Choose a Tool Which Provides Threat Detection and Response for OT and IoT Devices 

 Create an inventory* of all OT and IT devices on your 
network and ensure that every OT device is 
completely separated from the IT device network. 

UPS 

 Get notified of unauthorized ports open on your 
devices 

 Get notified of any impending IT and OT attack on 
the horizon and shows users how to respond. 

*Nmap is a popular free network mapping tool (https://nmap.org) © 2024 Alpha Guardian Networks, LLC. All slides, all rights reserved 

https://nmap.org


        

            

              
                   

             

     
      

     
    

Russia Has Now Launched The Most Destructive OT Malware 

Russia’s Frosty Goop Malware Specifically Targets Modbus Devices, The Heart of Water Systems 

 July 2024, Russians deploying Modbus specific malware to shut down critical utilities in Ukraine. 
 This malware can be used to target any Modbus system in any mission critical facility to shut it down instantly. 
 Water systems rely on Modbus-based systems such as Programmable Logic Controllers (PLCs), Valves, etc. 

Malware reads monitoring data from 
Modbus Registers to surveil the system 
conditions 

Malware then writes commands to 
Modbus Registers to shut-off systems 

49 



    

             

           

Firewalls Alone Are NOT Enough 

Firewalls are Often Misconfigured and Actually Invite Cyberattacks While Giving False Sense of Security 

© 2024 Alpha Guardian Networks, LLC. All slides, all rights reserved 



       

             

   
             

  

              
       

              

           
    

              
    

            
            

           

 

Existing Firewalls Must Be Configured Correctly and Supplemented 

Firewall Usage in OT Systems Is Now Universal but, Cyberattacks and Damage Keep Growing 

Impact of OT Intrusions 
 Using firewalls alone is simply a cross your fingers and hope strategy, especially 

without knowledgeable configuration. 

 Its necessary, at a minimum, to add a Threat Detection and Response System to 
see what is happening inside your OT network.: 

• It is likely that many sites already have latent Malware lurking in their OT 
Systems. 

• Without a Threat Detection System, you would never know the threat 
exists until its too late 

• A Threat Detection and Response System can also alert if an IT system has 
access to any OT system. 

 Adding a SCADA Communications Firewall within the OT network to encrypt and 
manage packets between the SCADA and OT devices while protecting them from 
any other connection attempts is the final piece of OT security. 

2024 – Fortinet 



          

              
                

  

              
                 

            

             
                

The Best Security Without Severing Your OT Network From the Internet 

1. Perimeter Firewall: Shut down ALL network ports on the perimeter firewall except for either 
secure ports 443 and 22. These should be allowed ONLY when communicating with the SCADA 
vendor’s upgrade cloud. 

2. Add Threat Discovery and Response System: The system must be updated with new threat 
information from a known global database and updated at least once per day. The system must 
have a defined response for customer action for any alerts that it generates. 

3. Add SCADA Communications Firewall: The system must encrypt all communications to and from 
each OT device AND it must provide diode-based protection for every OT device within the OT 
network. 



    
        

               

       
        

      
   

              
           

UPSUPS

Second Level Solution: Securing All SCADA to ICS Communications
The Solution is Fully Patented 

Fully Secure SCADA Monitoring and Control of ICS Devices from ANY Location is the Next Objective 

 Presently BMS and SCADA must communicate to 
any ICS device via insecure SNMP, Modbus or 
BACNet 

 The future is replacing those communications 
with something more secure 

Example: CyberGuardian® : Fully Secure SCADA Monitoring and Control of ICS Devices from ANY Location 
© 2024 Alpha Guardian Networks, LLC. All slides, all rights reserved 
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Funding for PWS 
Cybersecurity 

SLGCP 
State Revolving Funds 

Other (TA-Technical Assistance, etc.) 
Contents Copyright 2024 – AlphaGuardian Networks LLC. All rights reserved 



      

                 
           

            
             
 

            
       

            
            

            
          
           

              

             
           

         

Cybersecurity Funding for Rural PWSs, Small Sites 

There is following funding sources are available for a wide variety of cyber projects and the utilities 
will need to work directly with the funder for approval of each: 

• Clean Water State Revolving Fund (CWSRF): Provides assistance to any public, private, or
nonprofit entity for measures to increase the security of publicly owned treatment works,
including cybersecurity. 

• Drinking Water State Revolving Fund (DWSRF): Provides assistance with All-Hazard Risk and 
Resilience Assessment, Training, Equipment, and Infrastructure, including cybersecurity. 

• CISA State and Local Cybersecurity Grant Program (SLCGP): Cybersecurity grant program for
states, cities, counties, and towns from state administrative agency. Sub-award applications for
cities, counties and towns must be submitted to the respective state administrative agency. 

• Drinking Water System Infrastructure Resilience and Sustainability Program: This grant
program can be used for planning, design, construction, implementation, operation, or
maintenance of a program or project that increases resilience of public water systems, including
cybersecurity. 

• Tribal Cybersecurity Grant Program: DHS grant program for tribal governments to help address
cybersecurity risks and threats to their information systems and improve their security. 

Contents Copyright 2024 – AlphaGuardian Networks LLC. All rights reserved 



         
       

                             
   

         

Implementation of the Clean Water and Drinking Water State 
Revolving Fund Provisions of the Bipartisan Infrastructure Law 

This document from the EPA clearly shows on the bottom of page 5 that this pool of funds provided by the EPA can be used to support water system 
resilience including against cyberattacks. 

Contents Copyright 2024 – AlphaGuardian Networks LLC. All rights reserved 



  

  

      
 

 

         

State of Washington 

https://doh.wa.gov/community-and-environment/drinking-water/water-

SLCGP 
State and Local Cybersecurity Grant Program 

(SLCGP): 

https://watech.wa.gov/state-
Water Quality Program system-assistance/drinking-water-state-revolving-fund-dwsrf local-cybersecurity-grant-

program 

Washington IACC 

Contents Copyright 2024 – AlphaGuardian Networks LLC. All rights reserved 

https://watech.wa.gov/state


   

         

               

           
     
             

          
                                

                               
                  

                    

          
                  

                    
                   

                      
  

                        
           
                       

          
                       

   
       

  
                             

                            
                            

                     
                         

                   

                      

SLCGP - State of Washington 
ELIGIBILITY - In terms of eligibility, any county, city, state agency, tribe, or special purpose district can apply. 

•Are Water Districts eligible to receive SLCGP funds? YES, they are a special purpose district agree 
•Are Mutual PWSs eligible to receive SLCGP funds? NO? see note* 
•Are PUD (Public Utility District) PWSs eligible to receive SLCGP funds? YES, they are a special purpose district agree 

*RCW 26-96-010 RCW 36.96.010: Definitions. (wa.gov) includes the following under special purpose districts 
(1) "Special purpose district" means every municipal and quasi-municipal corporation other than counties, cities, and towns. Such special purpose districts shall include, but are not limited to, water-sewer districts, fire protection districts, 
port districts, public utility districts, county park and recreation service areas, flood control zone districts, diking districts, drainage improvement districts, and solid waste collection districts, but shall not include industrial development 
districts created by port districts, and shall not include local improvement districts, utility local improvement districts, and road improvement districts; 

-“In terms of eligibility, I’d have to do more research to see what was considered special purpose district beyond this list.-

Which of these Cybersecurity products/services could be purchased with SLCGP funds: 
• Cyber Threat Monitoring Service (i.e. 1 or 2-year subscription to an automated XDR (Extended Cyber Threat Discovery & Response) 

platform/service) YES, as it is a software subscription yes as long as the timeframe is within the period of performance of the grant 
• Cyber Event/Incident Triage & Response Service (i.e. 1-year subscription or 1-year retainer for 100 hours of Response Expert services). NOT SURE, 

as it is a subscription to Cybersecurity staff augmentation I’m not 100% sure and would need some more information before I made a 
determination either way. 

• Purchase of IT Hardware/Appliance to use to do packet sniffing and analysis to discover Cyber threats YES, as it is a Network hardware and a 
software subscription yes as long as it follows all other requirements stated previously 

• Hardware and Software Solution to secure Radio Communication used for remote site pumps, etc. YES, as it is a Network hardware and a software 
subscription yes as long as it follows all other requirements state previously 

• Patching Service (1 or 2-year subscription to a patching/update service for their systems) YES, as it is a software subscription yes as long as it 
follows all other requirements 

• Purchase of Public Water System Cyber Insurance policy. NO? Correct 

APPLYING FOR FUNDS 
We are currently not accepting applications. We will open up a new solicitation at the end of March. We received 143 projects during the last solicitation and it takes a few 
months to review and then garner approval from FEMA/CISA. Once we receive that, we have to go through a contracting process which may take a few months depending on 
how many subrecipients we are working with and how responsive the subrecipient is. [We have funded 115 projects to date across all those types. Private and nonprofit organizations are not eligible. ] 

What is a realistic estimated timeline for an eligible Washington PWS who has submitted their National Cybersecurity Review (NCSR) self-assessment to actually 
receive SLCGP funds if they apply in April 2024? Is 90 days realistic (~July 2024)? Realistic for finding out if they were selected for funding by the Planning Committee 
but not approval by FEMA. That is another month and then another month at least to get agreements out to subrecipients. 

Contents Copyright 2024 – AlphaGuardian Networks LLC. All rights reserved Please have the local jurisdictions direct their questions to us in the future as we’ll be able to answer specific questions more fully. 
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State of Washington 
Examples of types of allowable costs include the following: 

• Replacing or installing servers, communication, or network components onto existing racks and using 
existing cabling 

• Installation of new equipment cabling through existing conduit and no new holes in walls, ceilings, or 
floors 

• Tabletop equipment such as computers, monitors, and workstations 
• Software 
• Hiring cybersecurity or administration staff 
• Creating cybersecurity plans or conducting cybersecurity testing 

Training: Classroom only training, Computer or software training, Training at a designated training facility that does not 
involve ground disturbances or equipment installations 

ELIGIBILITY 
In terms of eligibility, 
to date across all those types. Private and nonprofit organizations are not eligible. 

any county, city, state agency, tribe, or special purpose district can apply. We have funded 115 projects 

Please have the local jurisdictions direct their questions to us in the future as we’ll be able to answer specific questions 
more fully. 

Thanks so much. Sierra Wardell, Financial Operations Section Manager, Washington Emergency Management Division, 
Office: (253) 512-7121 | Mobile: (253) 921-8791 [note new number] 
sierra.wardell@mil.wa.gov | www.mil.wa.gov 

Contents Copyright 2024 – AlphaGuardian Networks LLC. All rights reserved 

SLCGP 
State and Local Cybersecurity Grant Program 

(SLCGP): 

https://watech.wa.gov/state-
local-cybersecurity-grant-
program 

Sierra Wardell 
Financial Operations Section Manager 
Washington Emergency Management Division 
Office: (253) 512-7121 | Mobile: (253) 921-8791 
sierra.wardell@mil.wa.gov | www.mil.wa.gov 
Office hours: M-F, 8:00 am - 4:30 pm 

Jeffrey Brink 
Program Assistant 
Preparedness Grants Section 
Emergency Management Division 
Washington Military Department 
Work: 253-512-7136 | Cell: 253-888-2363 
jeffrey.brink@mil.wa.gov | 
www.mil.wa.gov/emergency-management-division 

EMD core business hours: Mon-Fri, 8:00 am – 4:00 pm 
My office hours: Mon-Fri , 7:00 am – 4:00 pm 

www.mil.wa.gov/emergency-management-division
mailto:jeffrey.brink@mil.wa.gov
www.mil.wa.gov
mailto:sierra.wardell@mil.wa.gov
https://watech.wa.gov/state
www.mil.wa.gov
mailto:sierra.wardell@mil.wa.gov


         Contents Copyright 2024 – AlphaGuardian Networks LLC. All rights reserved 

https://www.epa.gov/dwsrf/annual-allotment-federal-funds-
states-tribes-and-territories 

https://www.epa.gov/dwsrf 
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National Cybersecurity Review (NCSR) https://www.cisecurity.org/about-us 

(now a requirement for the SLCGP (State and Local Cybersecurity Grant Program) 

Center for Internet Security (CIS) and the Multi-State Information Sharing and 
Analysis Center (MS-ISAC) about the National Cybersecurity Review (NCSR). 

NCSR: 
• 140 Question Self-Assessment (or Cyber-readiness/resiliency) by PWS (to then 

be done yearly), which will get aggregated and shared (purportedly 
anonymously) with DHS/Congress/others 

• Getting an account of the NCSR system, and completing the self-assessment is 
a requirement to even apply for SLCGP funds 

• NCSR System may only be “open” from October 1 – February 28 

CIS is a nonprofit, responsible for the CIS Controls® and CIS Benchmarks™, and is home to the 
Multi-State Information Sharing and Analysis Center® (MS-ISAC®), the trusted resource for 
cyber threat prevention, protection, response, and recovery for U.S. State, Local, Tribal, and 
Territorial government entities, and the Elections Infrastructure Information Sharing and 
Analysis Center® (EI-ISAC®), 

https://www.cisecurity.org/about-us


  

       
   

              
            
               

        

      

               

           
                     

         

 
    

 
  

State of Washington 

State of Washington Department of Ecology Water 
Quality Combined Funding Program 
• “… integrated funding program for projects that improve and protect water quality throughout the state.” 
• The program combines grants and loans from state and federal funding sources. 
• One combined funding cycle, one application, one competitive rating process, and one list of funding offers. 
• Funded projects can last 3-5 years (depending on type). 

• Cybersecurity, SCADA acquisition/refresh, etc. projects are eligible 

• Applicants submit just one application for all of the funding sources under the Water Quality Combined Funding Program. 

• Also provides technical assistance to program applicants to help them navigate this process. 
 Get started with the Department of Ecology team now and be ready for the start of the next application period next 

summer 

Contents Copyright 2024 – AlphaGuardian Networks LLC. All rights reserved 

Eliza Keeley 
Water Quality Combined Funding Planner 
eliza.keeley@ecy.wa.gov 
360-628-1976 

Shelly McMurry 
State Revolving Fund Coordinator 
shelly.mcmurry@ecy.wa.gov 
564-999-1649 



  
       

                

   
     

                  
         

                       
         

      
                  
           

                       

  
  

         
        

                          
         
          

                     
 

       
                          

   
    

                      
              

   
    

Other Funding Possibilities 
Funding Sources for Small and Rural Wastewater Systems 
EPA and other organizations provide funding to improve water and wastewater systems in small and rural communities. 

•Funding for All Communities 
•Environmental Justice Grants and Cooperative Agreements 
Provide financial assistance to eligible organizations to develop collaborative partnerships, identify environmental and public health issues, and develop projects. 
•Nonpoint Source Grants Program (Section 319 of the Clean Water Act) 
Provides grants for activities that prevent water pollution from nonpoint sources, including education, training, technical and financial assistance, technology transfer, demonstration projects, and 
monitoring nonpoint source implementation projects. Eligible projects include decentralized wastewater systems. 
•Public Water System Supervision (PWSS) Grant Program 
Assists states, territories, and tribes to develop and implement PWSS programs to enforce the requirements of the Safe Drinking Water Act. 
•Water Pollution Control Grants Program (Section 106 of the Clean Water Act) 
Provides federal assistance to states, territories, the District of Columbia, Indian tribes, and interstate agencies to establish and implement ongoing water pollution control programs. 

Non-EPA Funding Sources 
•Appalachian Regional Commission 
A federal-state partnership that promotes sustainable communities and economic development in Appalachia. 
•U.S. Department of Agriculture, Rural Development, Water and Environmental Programs 
Provide loans, grants, and loan guarantees for drinking water, sanitary sewer, and storm drainage facilities in rural areas, cities, and towns with populations of 10,000 or less. Public bodies, non-
profit organizations, and recognized Indian tribes may qualify for assistance. 
•U.S. Department of Housing and Urban Development, Community Development Block Grants 
Provide funds for long-term community needs, including rehabilitation, construction, or purchase of public facilities and infrastructure for water treatment and centralized and decentralized 
wastewater systems. 
•Catalog of Federal Funding Sources for Watershed Protection 
A searchable database of financial assistance sources (grants, loans, and cost-sharing) to fund a variety of watershed protection projects. To select funding programs for wastewater projects, 
select “wastewater” under “keywords.” 
•Catalog of Federal Domestic Assistance 
Lists federal programs available to state and local governments (including the District of Columbia); federally-recognized Indian tribal governments; territories and possessions of the United 
States; domestic public, quasi- public, and private profit and nonprofit organizations and institutions; specialized groups; and individuals. 

•Funding for Tribal Communities 
•Funding for U.S.-Mexico Border Communities 



    
   

       
                     

                   
     

                             
            

    
                       

                       
            

   
     

             
       

                    
             

             
            

                          
    

            
                        
      

       
                       

 
            

                       
         

    
     

                       
                         
              

  
                       

                   

Other Funding Possibilities Tribal 
Funding for Tribal Communities 

Alaska Native Villages and Rural Communities Grant Program 
Assists Alaska Native Villages and Alaska’s rural communities to construct new or improve existing drinking water and wastewater systems. Funds training and technical assistance to operate and maintain these 
systems. EPA provides grants to the Alaska Department of Environmental Conservation, which administers the funds through its Village Safe Water Program. 
‘Clean Water Indian Set-Aside (CWISA) Program 
Provides funds for wastewater infrastructure to Indian tribes and Alaska Native Villages. The CWISA Program is administered in cooperation with the Indian Health Service (IHS). To be considered for CWISA 
funding, tribes must identify their wastewater needs through the IHS Sanitation Deficiency System. 
Indian Environmental General Assistance Program 
Provides grants to federally recognized tribes and tribal consortia to develop and implement wastewater and other programs on tribal lands.Tribal Public Water System Supervision Support Grants 
Assist tribes implement water system supervision programs to ensure their water systems comply with Safe Drinking Water Act requirements and standards.Tribal Water Pollution Control Program Grants 
(Section 106 of the Clean Water Act) Assist Indian tribes implement effective water pollution control programs. 

Non-EPA Tribal Funding Sources 
•Alaska Native Tribal Health Consortium (ANTHC) 
Plans, designs, and constructs drinking water and wastewater treatment facilities for Alaska Native communities. 
•U.S. Department of Agriculture, Rural Development, Native American Tribes 
Works with public and nonprofit organizations to provide funding options to communities in rural America including water and wastewater loans and grants. 
•U.S. Department of Health and Human Services, Administration for Native Americans, Environmental Regulatory Enhancement Grants 
Provide tribes with resources to develop legal, technical and organizational capacities, and protect their natural environments. 
•U.S. Department of Health and Human Services, Indian Health Service, Sanitation Facilities Construction Program 
Provides technical and financial assistance to Indian tribes and Alaska Native communities for the cooperative development and continuing operation of safe water, wastewater, and solid waste 
systems, and related support facilities. 
•U.S. Department of Housing and Urban Development, Indian Community Development Block Grant Program 
Provides direct grants to develop viable Indian and Alaska Native communities, including decent housing, a suitable living environment, economic opportunities, and water and sewer facilities, 
primarily for low and moderate income persons. 
•U.S. Department of Interior, Bureau of Indian Affairs 
Provides services through contracts, grants, and compacts to American Indians and Alaska Natives to enhance quality of life, promote economic opportunity, and protect and improve 
environmental assets. 
•U.S. Department of Interior, Bureau of Reclamation, Native American Affairs Technical Assistance Program 
Provides technical assistance to Indian Tribes to develop, manage, and protect water and related resources. Activities include water needs assessments, improved water management studies, 
water quality data collection and assessments, and water measurement studies. 

Funding for U.S.-Mexico Border Communities 
•U.S.-Mexico Border Water Infrastructure Grant Program 
Provides grant assistance to communities along the U.S.-Mexico border for planning, designing, and constructing drinking water and wastewater infrastructure. The U.S.-Mexico border region is 
defined as 100 kilometers (62 miles) north and 100 kilometers south of the U.S.-Mexico border. EPA's grant program supports the Project Development Assistance Program, administered by the 
Border Environment Cooperation Commission, and the Border Environmental Infrastructure Fund, administered by the North American Development Bank. 
•U.S.-Mexico Border 2025 Program 
The latest environmental program implemented under the 1983 La Paz Agreement. The program emphasizes regional, bottom-up approaches for decision-making, priority setting, and project 
implementation to address environmental and public health problems in the border region. The program encourages participation from communities and local stakeholders. 



       
             

              
    

          
         

            
           

           
              

            
         

         
 

                
                

   

               
                

   

                   
          

         

The established SAAs for states and territories will be the only entities that can
the SLCGP. Official NOFO from DHS: Notice of Funding Opportunity

CISA State and Local Cybersecurity Grant Program 
(SLCGP): Grant program for states, cities, counties and towns from state administrative agency. 

Sub-award applications for cities, counties and towns must be submitted to the respective state 
administrative agency. EPA's SLCGP Fact Sheet 

Department of Homeland Security (DHS) announced cybersecurity grant program specifically 
for state, local, and territorial (SLT) governments across the country. 

• In the Bipartisan Infrastructure Law, also known as the Infrastructure Investment and 
Jobs Act (IIJA), Congress established the State and Local Cybersecurity Grant Program 
(SLCGP) to “award grants to eligible entities to address cybersecurity risks and 
cybersecurity threats to information systems owned or operated by, or on behalf of, state, 
local, or tribal governments.” Within the U.S. Department of Homeland Security (DHS), 
the Cybersecurity and Infrastructure Security Agency (CISA) and the Federal 
Emergency Management Agency (FEMA) are implementing this authority through two 
grant programs: 

1. The SLCGP, which allows state and territory State Administrative Agencies (SAAs) to apply for grant funding. 
Under SLCGP, states and territories are the only eligible entities. Local and tribal governments are eligible 
subrecipients under this program. 

2. The Tribal Cybersecurity Grant Program (TCGP), which allows Tribal governments to apply for grant funding. 
Under TCGP, Tribal governments of federally-recognized Tribes are the only eligible entities and do not apply 
for funding through SAAs. 

apply for grant awards under 

Contents Copyright 2024 – AlphaGuardian Networks LLC. All rights reserved 



    
         

        
  
   

1.$1,008,000 Total over 4 years: 
$185 million in August 2022 in the program’s first year, 
2.$379 million being available as part of Year 2 
3.TBD for Year 3 
4.TBD for Year 4 
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Prevention & Compliance 

PWS Cybersecurity Controls 



  New From CISA-EPA-FBI-USDA-DOE+++ 

https://www.cisa.gov/sites/default/files/2024-05/defending-ot-operations-against-ongoing-pro-russia-hacktivist-activity-508c.pdf 



 
  

“Old” from CISA 
The IT/OT Disconnect 



      
         

                    
                      

                       
                               

                             

                            
                        

                               
   

                           
                        

                               

                               
 

                             
                              

                               
           

                           
         

                               
                               

                
                           
                            
                               

                            

Biden-Harris Administration engages states on safeguarding 
water sector infrastructure against cyber threats [March 19, 2024] 

Disabling cyberattacks are striking water and wastewater systems throughout the United States. These attacks, carried out by countries and criminals, 
have the potential to disrupt the critical lifeline of clean and safe drinking water, as well as impose significant costs on affected communities. 

WASHINGTON – Today, March 19, U.S. Environmental Protection Agency Administrator Michael Regan and National Security Advisor Jake Sullivan sent a letter to all U.S. Governors inviting state environmental, 
health and homeland security Secretaries to a convening by their deputies to discuss the urgent need to safeguard water sector critical infrastructure against cyber threats. This meeting will highlight current federal 
and state efforts to promote cybersecurity practices in the water sector, discuss priority gaps in these efforts, and emphasize the need for states and water systems to take immediate action. 

This virtual meeting will take place on Thursday, March 21, 2024, from 1:00pm – 2:30 pm EST. EPA will be sending meeting registration information to the states separately via email. 
“Drinking water and wastewater systems are a lifeline for communities, but many systems have not adopted important cybersecurity practices to thwart potential cyberattacks,” said EPA Administrator Michael 
S. Regan. “EPA and NSC take these threats very seriously and will continue to partner with state environmental, health, and homeland security leaders to address the pervasive and challenging risk of 
cyberattacks on water systems.” 

“The Biden Administration has built our national security approach on the foundational integration of foreign and domestic policy, which means elevating our focus on cross-cutting challenges like 
cybersecurity,” said National Security Advisory Jake Sullivan. “We’ve worked across government to implement significant cybersecurity standards in our nation’s critical infrastructure, including in the water 
sector, as we remain vigilant to the risks and costs of cyber threats. We look forward to continuing our partnership with the EPA to bolster the cybersecurity of America’s water and wastewater systems.” 

The National Security Council (NSC) and EPA are encouraging all states to join this dialogue to drive rapid improvements to water cybersecurity and reinforce collaboration between state and federal entities and 
water systems. 

Additionally, EPA will strive to collaborate with the Water Sector and Water Government Coordinating Councils in forming a Water Sector Cybersecurity Task Force to identify near-term actions and strategies to 
reduce the risk of water systems nationwide to cyberattacks. In addition to considering the prevalent vulnerabilities of water systems to cyberattacks and the challenges experienced by some systems in adopting 
best practices, this Task Force in its deliberations would seek to build upon existing collaborative products, such as the 2023 Roadmap to a Secure and Resilient Water and Wastewater Sector and 
recommendations stemming from the meeting with Environmental, Health and Homeland Security Secretaries. 

These collaborative efforts will result in advances that will better protect the nation’s critical water infrastructure from cyberattacks. For information about EPA’s cybersecurity program or details about the 
upcoming meeting please visit EPA’s Cybersecurity for the Water Sector website. 

Background 
Disabling cyberattacks are striking water and wastewater systems throughout the United States. These attacks, carried out by countries and criminals, have the potential to disrupt the critical lifeline of clean and 
safe drinking water, as well as impose significant costs on affected communities. As the Sector Risk Management Agency identified in Presidential Policy Directive 21 for water and wastewater systems, EPA is 
the lead federal agency for ensuring the nation’s water sector is resilient to all threats and hazards. 
EPA and the Department of Homeland Security’s Cybersecurity and Infrastructure Security Agency (CISA) offer guidance, tools, training, resources, and technical assistance to help water systems to execute 
these essential tasks. Further, cybersecurity support and technical assistance are available from state programs as well as private sector associations like the American Water Works Association, the National 
Rural Water Association, and the Water Information Sharing and Analysis Center. State leadership and messaging to connect water systems with these tools and resources is essential to ensure that utility leaders 
assess and mitigate critical cyber risks. Additionally, Homeland Security Advisors are also a resource to providing links to federal cybersecurity efforts and access to relevant information about these threats. 

https://www.epa.gov/newsreleases/biden-harris-administration-engages-states-safeguarding-water-sector-infrastructure#:~:text=Disabling%20cyberattacks%20are%20striking%20water,significant%20costs%20on%20affected%20communities 

https://www.epa.gov/newsreleases/biden-harris-administration-engages-states-safeguarding-water-sector-infrastructure#:~:text=Disabling%20cyberattacks%20are%20striking%20water,significant%20costs%20on%20affected%20communities


    
       

             
     

           

                    
            

            
                                 

                       

                                  
                                  

                         
                                

             
                                  

                            
                                 

  

  

           

Government Regulations and Recommendations
to Cyber-secure Your ICS, SCADA and all OT 

 EPA Memorandum: Addressing Public Water System Cybersecurity in Sanitary Surveys [March 3, 2023 EPA Memorandum] 
EPA Cybersecurity for the Water Sector 

 EPA: Water Cybersecurity Assessment Tool and Risk Mitigation Plan Template (xlsx) (100.48 KB, 03/31/2023) 

 EPA: Guidance on Evaluating Cybersecurity During Public Water System Sanitary Surveys (pdf) (883.93 KB, 02/23, 817-B-23-001) (Checklist in Appendix) NOTE: THIS MEMORANDUM HAS BEEN SWITCHED 
FROM MANDATORY AND PART OF THE REGUALR SANITARY SURVEY TO VOLUNTARY… FOR NOW 

 Presidential Executive Order on Improving the Nation’s Cybersecurity - May 12, 2021 [Executive Order 14028] 
THE WHITE HOUSE "The Federal Government must bring to bear the full scope of its authorities and resources to protect and secure its computer systems, whether they are cloud-based, on-premises, or hybrid. The scope of protection and 

security must include systems that process data (information technology (IT)) and those that run the vital machinery that ensures our safety (operational technology (OT)).” 

The Office of Management and Budget (OMB) issued Memorandum 21-31, Improving the Federal Government’s Investigative and Remediation Capabilities Related to Cybersecurity Incidents, on August 27, 2021 [full Memorandum 21-31], in accordance with Executive Order 
14028, Improving the Nation’s Cybersecurity. The memorandum established federal agency requirements to increase the government’s visibility “before, during, and after a cybersecurity incident.” M-21-31 describes logs that agencies must capture as well as any required 
retention times. It also establishes a maturity model to track agency implementation. This document provides operational guidance to assist agencies with implementation of the M-21-31 requirements. 
 US National Archives and Records Administration Updates Record Retention Rules - January 14, 2023 …federal agencies must keep full capture packet data for at least 72 hours and cybersecurity event logs for 30 months. 

 Internet of Things Cybersecurity Improvement Act of 2020 [(U.S Public Law 116-207; December 4, 2020)] 
National Institute of Standards and Technology (NIST) has set ``guidelines for the Federal Government on the appropriate use and management by agencies of Internet of Things devices owned or controlled by an agency and 
connected to information systems owned or controlled by an agency, including minimum information security requirements for managing cybersecurity risks associated with such devices.” [Essentially, all IoT (including OT 
(Operational Technology) and ICS (Industrial Control System) devices like UPS (Uninterruptible Power Supplies), PDU (Power Distribution Units), etc. that support an IT device, that are purchased today, and in the future, must be 
cyber-secured and compliant] 

© 2024 Alpha Guardian Networks, LLC. All slides, all rights reserved 
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 MFA uses… 



https://www.cisa.gov/resources-tools/resources/top-cyber-actions-securing-water-systems 



                     Note: EPA’s WCAT (Water Cybersecurity Assessment Tool) + 33 water cybersecurity controls + Recommendations via Site Radar Copyright 2024, Alpha Guardian Networks, LLC 



      
 

    

    

    

     
 

    

    

    

        
     

           
             

         
            

        
           

             
          

     
            

              
             

 
              
              

   

         
         

               
                   

                
               

        

             
        

EPA Outlines Enforcement Measures to Help Prevent Cybersecurity Attacks 
and Protect the Nation’s Drinking Water - May 20, 2024 

WASHINGTON – Today, May 20, the U.S. Environmental Protection Agency issued an enforcement alert outlining the urgent 
cybersecurity threats and vulnerabilities to community drinking water systems… 

… Today's alert emphasizes the importance of EPA’s ongoing inspection and enforcement activities under Safe Drinking Water 
Act section 1433. The agency will increase the number of planned inspections and, where appropriate, will take civil and 
criminal enforcement actions, including in response to a situation that may present an imminent and substantial 
endangerment. Inspections will ensure that water systems are meeting their requirements to regularly assess resilience 
vulnerabilities, including cybersecurity, and to develop emergency response plans… 

America's Water Infrastructure Act Section 2013: Risk and 
Resilience Assessments and Emergency Response Plans 

On October 23, 2018, America's Water Infrastructure Act (AWIA) was signed 
into law. AWIA Section 2013, which amended Section 1433 of the Safe Drinking 
Water Act (SDWA), requires community (drinking) water systems (CWSs) serving 
more than 3,300 people to develop or update risk and resilience assessments 
(RRAs) and emergency response plans (ERPs). The law specifies 
the components that the RRAs and ERPs must address, and establishes deadlines 
by which water systems must certify to EPA completion of the RRA and ERP. 
The Federal Register Notice for New Risk Assessments and Emergency Response 
Plans for Community Water Systems is available. 
AWIA Section 2013 also states that EPA should provide guidance and technical 
assistance to water systems that serve less than 3,301 people on how to conduct 
RRAs and ERPs, though these systems are not required to certify completion to 
EPA. 

Certification Deadlines 
*ERP certifications are due six months from the date of the RRA certification. The 
dates shown above are certification dates based on a utility submitting a RRA on 

Population Served 

≥100,000 

50,000-99,999 

3,301-49,999 

the final due date. 

Previous ERP Deadline* 

September 30, 2020 

June 30, 2021 

December 31, 2021 

Population Served Previous RRA Deadline 
Next 5-Year Submission Cycle 
RRA Deadline 

≥100,000 March 31, 2020 March 31, 2025 

50,000-99,999 December 31, 2020 December 31, 2025 

3,301-49,999 June 30, 2021 June 30, 2026 

Next 5-Year Submission Cycle 
ERP Deadline* 

September 30, 2025 

June 30, 2026 

December 31, 2026 



           
https://www.cisa.gov/sites/default/files/publications/Incident-Response-Plan-Basics_508c.pdf 
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EPA Resources 
• EPA: Cybersecurity Technical Assistance Program for the Water Sector: The Cybersecurity Technical Assistance Program will 

support primacy agencies and water systems in implementing cybersecurity measures. Users may submit questions or request to 
consult with a subject matter expert regarding cybersecurity in PWS sanitary surveys or other cybersecurity matters. 

• EPA: Water Sector Cybersecurity Evaluation Program: EPA’s Cybersecurity Evaluation Program will conduct a cybersecurity 
assessment for PWSs. The assessment will follow the checklist in the guidance on Evaluating Cybersecurity in PWS Sanitary 
Surveys which will then generate a report that will highlight gaps in cybersecurity, including potential significant deficiencies. 

• Small Public Water System Operator Resources Knowledge Retention Tool: The Knowledge Retention Tool Spreadsheet for Small 
Water Systems is an Excel spreadsheet that helps operators consolidate system information into one location, enabling increased 
organization and coordination among operators. Designed to assist in personnel transition, the tool encompasses a wide variety 
of information that a new or contract operator would need to effectively manage and operate a small water system. 



  
  

 
    

              
               

                                       
  

                     
                 

                

         
                    

  
                  

                        
    

                     

                

                         

EPA Resources - Training 
EPA Cybersecurity Training Page 

Recorded Training 
• EPA Cybersecurity 101 Training Video/Webinar 

– Cybersecurity 101 Webinar: This webinar is an introduction to the basic principles of cybersecurity. 
– The presentation slides can be downloaded: Cybersecurity 101 Webinar Slides (pdf) (1.81 MB, 03/03/23) . 
– NOTE: The following states have approved this training for CEUs: AZ – 0.5 PDH (DW/WW), CN – 0.5 TCH (WW), MN – 1.0 CH (DW), NV – 1.0 CH (WW), NH – 1.0 CH (DW), NM – 0.5 TCH (Both), VT – 1.0 CH (WW), WY – 

0.5 CH (Both) 
• To receive a certificate of completion for the training, please fill out and complete the following post-training quiz here: Cyber 101 Quiz 

(pdf) (250.11 KB) and submit the completed quiz to the following email address: WaterCyberTA@epa.gov. You should receive your certificate of 
completion within 3-5 business days. If you have any questions, please feel free to reach out to WaterCyberTA@epa.gov. 

EPA WCAT Cybersecurity Assessment Training for Water and Wastewater Systems 
• This webinar demonstrates how to use the Water Cybersecurity Assessment Tool (WCAT) to conduct cybersecurity assessments at water and wastewater systems. 

Additional Training Resources 
• Develop and Conduct a Cybersecurity Tabletop Exercise (TTX): Tool used to plan, conduct, and evaluate a cybersecurity tabletop exercise. 

• CISA’s Tabletop Exercise Packages (CTEPs): Cybersecurity-based threat vector topics including ransomware, insider threats, phishing, and Industrial Control System compromise, featuring a Water and Wastewater 
Systems Situation Manuel. 

• CISA FedVTE: Free virtual training to gain a better understanding of cybersecurity. Classes provide a certificate of completion which could grant CEUs. 

• CISA Incident Response Training: Free training that provides information on cybersecurity awareness and organizational best practices. 

• CISA Industrial Control System Cybersecurity Training: Free training that provides information on cybersecurity for industrial control systems. Trainings are either self-virtual or instructor led virtual. 

mailto:WaterCyberTA@epa.gov
mailto:WaterCyberTA@epa.gov


     
  

     
 
       

        
              

 

           
              

         
         

  
   

           
     

   
      

           

Cybersecurity & Ransomware Insurance for PWSs 

Considerations for 2024… 

Eligibility for new policies may require: 
• Multi-factor Authentication 
• Automated Patching Solution (for IT software and firmware) 
• Proof/Attestation: 

– OT Devices and SCADA not Connected/Visible on the Internet 
– The OT Network has no IT devices, and the IT Network has no OT Devices 
– Scanning/Threat Hunting 

Considerations: 
Coverages that make robust additions to the benefit of policy holding PWSs: 
• Built-in Voluntary Notification (coverage for expenses incurred to notify affected parties of a privacy breach) 
• Duty-to-defend (insurer's obligation to provide legal defense for a lawsuit) 
• No/minimal Exclusion for State-sponsored Cyberattack or “Moonlighting” activities of Cyber-soldiers 
• Full Ransomware coverage 
• No Phishing/Social Engineering Sublimits 

Also, look for a cybersecurity “program” which also includes bundled and/or discounted… 
• OT Threat Hunting/Discovery & Response Tool 
• Annual Employee Cybersecurity Training 
• The 33 EPA Cybersecurity Controls for PWSs 

© 2024 Alpha Guardian Networks, LLC. All slides, all rights reserved 



     

    
     

         
     

       
       

           

Review: OT Compliance and Best Practices 

• OT (Operational Technology) Asset Inventory 

• OT Cyber Threat Monitoring/Hunting/Discovery (and Response) 
• Isolate OT Network and Devices from IT Network and Devices 

• PCAP Files stored for CISA/other Forensics 

• Develop and Implement Security Policies for Staff 
• Staff Training on OT Cybersecurity, IT Cybersecurity, Phishing 

© 2024 Alpha Guardian Networks, LLC. All slides, all rights reserved 



    
    
    

         
       

           
         

   
   

       
     

           

Recommendations 

• Do the “4” of 4833 
• Do the “8” of 4833 
• 33 Cybersecurity Controls for PWSs: 

– Add Visibility and Threat Hunting/Discovery for OT & IT Networks/Devices 
– Add/Configure Your OT Firewall Appropriately for OT Traffic 
– Implement Policies & Training to Address “Human” Weak Spots, Enable ERP 

• Dig into the Cybersecurity Sections of these Required Documents: 
– Risk & Resilience Assessment 
– ERP Emergency Response Plan 

• Secure the Communications Between Your SCADA and ICSs 
• Implement a Data Diode-based OT Firewall 

© 2024 Alpha Guardian Networks, LLC. All slides, all rights reserved 



  Recap & Q&A 



  

 
    
   

 
 

   

AlphaGuardian Networks, LLC 

Main Office: 
111 Deerwood Road, suite 200 

San Ramon, CA. 94583 

(925) 421-0050 

(888) 990-ALPHA 

Principal Contact: Bob Hunter 
bhunter@alphaguardian.net 

mailto:bhunter@alphaguardian.net
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fice:
rwood Road, suite 200
on, CA 94583
1-0050

Contact:
Principal Contact: Bob
bhunter@alphaguardia

or

Main Of 
111 Dee Hunter 
San Ram n.net 
(925) 42 
(888) 990-ALPHA GM: Steven Menges 

smenges@alphaguardian.net 
mobile: 646-391-3364 

mailto:smenges@alphaguardian.net


  Compliance Tool Example 



https://www.epa.gov/system/files/documents/2023-10/epa-water-cybersecurity-assessment-tool-2.0.-for-w_ws.xlsx 





  
  

      
    

Cyber Event/Incidents: 
Process & Form 
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Cyber Event/Incident Exercise: 
CISA Submission 
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